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Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims In the 

application. 

Please add new claim 48. 

Please amend claims 1. 11, 12. 18. 25, 29, and 36 as Indicated below (material 
to be inserted is In hold and underline, material to be deleted is in ©tnkeeut or (if the 
deletion is of five or fewer consecutive characters or would be difficult to see) in double 
bracl^ets [[]]): 

Listing of Claims : 

1. (Cun-ently Amended) A method of diagnosing network devices, 
comprising: 

receiving an error notification In a network device; 

creating a diagnostic report In the network device relating to the networi< device 
In response to recelvina the error notification In the network device: and 

automatically transmitting the diagnostic report through a firewall to a service 

center. . 

2. (Original) The method of claim 1 , wherein creating the diagnostic report 
includes generating the diagnostic report in an elect^nic format. 
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3. (Original) The method of claim 2. wherein generating the electronic format 
of the diagnostic report includes creating the diagnostic report In at least one of 
Extensible Markup Language (XML), Hypertext Marl^up Language (HTML), and Comma 
Delimited Fonmat. 

4. (Original) The method of claim 2. wherein transmitting the diagnostic 
report includes using a firewall penetrating protocol. 

5. (Original) The method of daim 2. wherein transmitting the diagnostic 
report Includes using at least one of Simple Mail Transfer Protocol (SMTP), and 
Hypertext Transfer Protocol (HTTP). 

6. (Original) The method of claim 5, wherein transmitting the diagnostic 
report is executed by a communication module In the networl<ed device. 

7. (Original) The method of claim 2, further includes: 

receiving the diagnostic report at the service center in the electronic format; and 
reading the diagnostic report programmatically at the service center. 

8. (Original) The method of daim 7, Including determining a suggested 
course of action based on the diagnostic report at the service center. 

9. (Original) The method of daim 8. including communicating the suggested 
course of action from the service center to a customer representative. 

10. (Original) The method of daim 1. wherein creating the diagnostic report 
indudes reading a configuration status file of the networtc device. 
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11. (Currently Amended) The method of claim 1 , wherein receiving the error 
notification includes ot loaot one of a user selectton on an Interface of the networked 
devic o. and on automotio cignol gonoratod by a mooh i no orror in tho notworltod dov l co . 

12. (Curently Amended) A network device configured to transmit a diagnostic 
report, the network device comprising: 

an error notiflcatton generator configured to generate an error notification upon 
detection of a malfunction In the networl< device; 

a diagnostic module configured to generate a diagnostic report in response to 
receiving the error notification; and 

a communication module configured to automatically execute transmission of the 
diagnostic report to a sen/ice center upon generation of the diagnostic report. 

13. (Original) The networl^ device of claim 12, wherein the diagnostic module 
is configured to produce the diagnostic report in an electronic fonnat. 

1 4. (Original) The network device of claim 13, wherein the electronic format of 
the diagnostic report includes at least one of Extensible Markup Language (XML), 
Hypertext IVIarkup Language (HTML), and Comma Delimited Format 

15. (Original) The networked device of claim 14. wherein the communications 
module transmits the diagnostic report through a network firewall to a location on an 
external network. 

16. (Original) The networked device of claim 15, wherein the communication 
module uses at least one of Simple IViail Transfer Protocol (SMTP), and Hypertext 
Transfer Protocol (HTTP) to transmit the diagnostic report through the firewall. 
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17. (Original) The networked device of claim 12, wherein the error notification 
generator includes at least one of a user selection on an interface of the network device, 
and an automatic signal generated by an en-or in the network device detected by a 
sensor. 

18. (Currently Amended) A method of providing help to a user of a network 
device comprising: 

generating an error notification in refeponse to a detected malfunction in the 
network device; 

generating a diagnostic report in the natwo rk device relating to the malfunction 
in the network device In response to recalvin a the error notification In the network 
device : 

automatically transmitting the diagnostic report over a network to a servtee center 
in response to the error notification; 

receiving the diagnostic report relating to the network device at the service 

center; 

determining a suggested course of actbn based on the diagnostic report; and 
communicating the suggested course of action to the user. 

1 9. (Original) The method of claim 1 8. wherein receiving the diagnostic report 
includes receiving the diagnostic report in an electronic format. 

20. (Original) The method of claim 19, further including programmatically 
reading the diagnostic report received from the network device In the electronic format. 
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21. (Original) The method of daim 20, wherein determining the suggested 
course of action occurs based on the programmatlcally read diagnostic report. 

22. (Original) The method of claim 20, wherein transmitting the diagnostic 
report includes transmitting the diagnostic report through a firewall to an external 
network. 

23. (Original) The method of claim 18, wherein communicating the suggested 
course of action to the customer representative includes vert}ai communication. 

24. (Original) The method of claim 23, wherein communicating Uie suggested 
course of action to the customer representative includes verbal communication over a 
telephonic networi<. 

25. (Cunrently Amended) A user service system comprising: 
a service center, 

a network device haN^ng an error notification generator, a diagnostic module 
configured to produce a diagnostic report in response to receiving an emjr notification 
received from [[a]] the error notification generator, and a communications module 
configured to automatically transmit the diagnostic report from the network device to flie 
service center upon receipt of the error notification; and 

a network connecting the networked device and the service center, wherein the 
networi< includes a firewall Interposed the networi< device and the service center. 

26. (Original) The user service system of claim 25, wherein the diagnostic 
report transmitted to the customer service center through the firewall is in an electronic 
fomnat. 
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27. (Original) The user service system of claim 26. wlierein the electronic 
format of the diagnostic report includes at least one of Extensible Markup Language 
(XML). Hypertext Markup Language (HTML), and Comma Delimited Fomnat. 

28. (Original) The user service system of claim 26, wherein the transmission 
through the firewall uses at least one of Simple Mail Transfer Protocol (SMTP), and 
Hypertext Transfer Protocol (HTTP). 

29. (Currently Amended) A network device configured to transmit a diagnostic 

report comprising: 

a means for generating an error notification: 

a means for producing a diagnostto report in response to receiving an error 
notification; and 

a means for automatically transmitting the diagnostic report upon receipt of the 
error notification. 

30. (Original) The network device of claim 29. wherein the means for 
producing the diagnostic report produces the diagnostic report in an electronic fbnmaL 

31 . (Original) The network device of claim 30, wherein the electronic format of 
the diagnostic report includes at least one of Extensible Markup Language (XML), 
Hypertext Markup Language (HTML), and Comma Delimited Fonnat. 
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32. (Original) The network device of claim 31, wherein: 
the diagnostic report is transmitted to a service center, 

the sen/ice center programnnatically reads the dIagnosUc report; and 
a suggested course of acUon based on the diagnostic report is determined by the 
service center. 

33. (Original) The networl^ device of claim 30, wherein the means for 
automatically transmitting the diagnostic report to a service center includes transmitting 
the diagnostic report through a network firewall to a location on an external network. 

34. (Original) The networked device of claim 33, wherein the means for 
transmitting the diagnostic report includes at least one of Simple Mail Transfer Protocol 
(SMTP), and Hypertext Transfer Protocol (HTTP) to transmit the diagnostic report 
through the firewall. 

35. (Original) The network device of claim 29, wherein the error notification 
includes at least one of a user selection on an interface of the network device, and an 
automatic signal generated by a machine error in the network device. 
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36. (Currently Amended) A program storage device readable by a processor, 
tangibly embodying a program of instructions executable by the processor to perfomi a 
method of diagnosing network devices: 

receiving an enor notification on a network device; 

creating a diagnostic report on the netw ork device for the network device In 
response to raeftlvlna tha arror noti fication on tha network device: and 

automatteally transmitting the diagnostic report through a firewall to a service 
center 

37. (Original) The method on the program storage device of claim 36, 
wherein creating the diagnostic report includes generating the diagnostte report in an 
electronic format. 

38. (Original) The method on the program storage devtee of claim 36. 
wherein generating the electronic format of the diagnostic report includes creating the 
dIagnosUc report in at least one of Extensible Markup Language (XML), Hypertext 
Markup Language (HTML), and Comma Delimited Format. 

39. (Original) The method on the program storage device of claim 36, 
wherein the diagnostic report is transmitted over a network. 

40. (Original) The method on the program storage device of claim 39, 
wherein transmitting the diagnostic report includes using at least one of Simple Mail 
Transfer Protocol (SMTP), and Hypertext Transfer Protocol (HTTP). 
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41. (Original) The method on the program storage device of claim 39, 
wherein transmitting the diagnostic report is executed by a communication module in 

the networlced device. 

42. (Original) The method on the program storage device of claim 36. 
wherein the diagnostic report is received by the customer service center in the 
electronic format and programmatically read at the customer service center. 

43. (Original) The method on the program storage device of claim 42, further 
includes: 

receiving the diagnostic report at the service center in the electronic format; and 
reading the diagnostic report programmatically at the service center. 

44. (Original) The method on the program storage device of claim 43. 
Including determining a suggested course of action based on the diagnostic report at 
the sen/ice center. 

45. (Original) The method on the program storage device of claim 36. 
including communicating the suggested course of action from the service center to a 
customer representative. 

46. (Original) The method on the program storage device of claim 36. 
wherein creating the diagnostic report Includes reading a configuratlori status file of the 
networit device. 
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47, (Original) The method on the program storage device of claim 36, 
wherein the error notification includes at least one of a user selection on an interface of 
the networked device, and an automatic signal generated by a machine error in the 
networked device. 

48. (New) The method of daim 1, wherein receiving the error notification 
Includes receiving an automatic signal generate by a machine enor in the networked 
devk». 
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